ViH()OpMAIIMOHHO - CIPaBOYHEIE MaTepHab! HATIPaBIeHHbIE Ha NIPOTHBOAEHCTBHE KHOEPIPECTyHOCTH,
TIOBLIIIEHHE YPOBHS OCBEIOMJIEHHOCTH ¥ KMOEprpaMOTHOCTH rpaaH.

Marepuans! cofepxar OCHOBHbIE CXeMbl oOMaHa HacelleHHs, IPUMEHsACeMble NPECTYMHIKaMH NPH COBEPLICHNH
MOLIIEHHUYECKHX JCHCTBHH, ¢ HCHONB30BAHNEM HH(OPMALMOHHO - TelIeKOMMYHHKALMOHHEIX TeXHOJOTHIA.

3ajaya BBICTYNAIONIMX NPOMH(OPMHPOBATh Fpaigiad o6 H3BECTHBIX YIOBKaX MOIUEHHMKOB, BbIpaboTarh
TIPUHIANE! ¥ TipaBuna Ge30macHoro NoBefeHns B cetd WHTepHeT, a Takke c(hopMHpOBaTh HABBIKKM TIPOTHBOACHCTBHA
«reneoHHOMY MOIIEHHUYECTBY». *

CrnenyeT JOHECTH O HaceleHHs, YTO Ha NMepBOHAYalbHOM 3Tane 3J0yMBIIIEHHHKH cobupaloT NepCoOHABHYO
MHAOPMAIMI0 O CBOMX MOTEHUMANLHBIX JKEPTBAX, 3aT€M MCHONB3YIOT Pa3iWyHbie MPEATOTH AN KOHTAKTA € HHMH.
ITpyeMbl MOIIEHHUYECKUX CXEM OCHOBaHEI Ha HEOXXUJAHHOCTH, HallOPUCTOCTH, 3alyTHBaHUH, TpeOoBaHNH HEME/TIEHHOTO
TIPHHATHS PELICHUS, MMHTALWH 3a60Tbl. MOIIEHHHMKY B CBOH H30LIPEHHbIE CXEMBI BKITFOYAFOT NICHXOIOTHYECKoe HaBleHne
¥ MaHMITY/ISIMN, BEIBOIAT YelIOBeKa H3 PABHOBECHS; IPUBOJAT €r0 B COCTORHHUE CTpaxa, CTpecca, TH60 ke 3aBOEBLIBAIOT
€ro IOBEPHE , IEMOHCTPHPYIOT COYYBCTBHE, HANKMBAIOT 3MOLMOHANLHBIH KOHTAKT.

OcHoBHbIE cxeMbl 00MaHa HaCEJIEHHsI:

«Be3zonacHbie SYeiiKku», «Be3onacHebli cueT»

MolneHHIKHY TpeicTaBNsoTCs paboTHMKaMy GaHKa MnM COTPYAHMKAMM NPaBOOXPaHMTENBHBIX OpraHoB H
COOGIIAIOT, YTO CO CUETOR JKEPTBE! HEH3BECTHBIE MBITAIOTCA TIOXHTHTL HAKOIIEHUS. [l COXpaHeHUs cbepexeHnii OHH
TPOCAT NMepeBeCTH (MHAHCH Ha «CTIeNHaNbHbIH 3amuuIenHbi cue». IlosepyBs adepucram, rpaxiane NHLIAOTCS BCEX
HeHer ¥ oOpMISIOT XpenuThl. Ha [aHHBIH MOMEHT 3TO0 CaMblif paclpoCTPaHEHHbIH BUJ MOIIEHHAYECTRa.

3BOHKM OT MHBIX «BEIOMCTB» M «OPraHH3anmii» (Hajoropas cjiyx0a, CTPaxoBble KOMIAHWH, cayx0b
KKX, ynpapasionpe KoMuanuy, puearopbl, Focycayry, CoupanpHplii GpoHn Poccun u Ap.)

36onoK om «npedcmasumens, Tocyciye»: MOIIEHHUKH COOBLIAIOT, YTO Ha MM IPAX/IaHUHA NPHLITIO JNCKTPOHHOE
TIHCEMO M YTO HeoOXoauMo Hasearh xof 13 CMC, uTo6BI OHO OTpasMIIOCh B TMYHOM kabuHeTe Ha [ocycmyrax. [Tonyyus
oT yenoseka CMC-KoJ, 3TOYMBILLIEHHMKA MOMYYaloT JOCTYN K akkayHTy Iocycayr. B mmyHOM kxabunere Tocycnyr
MOILIEHHHUKY ITIONydaloT BCIO MH(OpMauMio O JOXOAaX, TPAaHCIOPTHBIX CPEACTBAX, KBApPTHpaX, Hajuorax KpeauTHOMH
HCTOPHH. _

300K U3 «NEHCUONHO20 POHOAY: TIKECOTPYAHHK, 06paliasch 10 MMEHH OT4YECTBY K YEJNOBEKY, coof1Laer, 9To
rpaXIaHvHy IIOJIOXKEHBI JONOJIHUTENbHbIE BBIIIATEL, KOMIEHCALUHA OT FOCYAapCTBA M Kakoro-Hubyap donza, mbo o
Tepennare cpeAcTB. YOEKAAeT HENOBeKa, YTO s MONMyYeHHs 3TOH BBIIIATHl HUKYA XOAWTH He Halo - BCE ACHETH
TIEPEBEAYT Ha KapTy, He0OXOAMMO TONBKO NPOIMKTOBATSL BCE €€ PEKBU3UTHI, B TOM YKCIE KO € 06paTHOH CTOPOHLI.

" 3eomnox u3 «ILlewmpobanxay: TKECOTPYAHHMK IIpe[UiaraeT 4eloBEKY YCTaHOBHMTbH Ha TenehoH TPHIIOXKEHHE
«BankHOTE! Banka Poccum» st POBEPKH MOIIMHHOCTH 5-THICAYHON KYNIOPEL. BMecTe ¢ NPUIIOXKEHHEM CKauHBaeTes
BPEIOHOCHAS MpOrpamMma, KoTopas JaeT JOCTYT K JIMYHOMY KabHHeTy JelloBeKa.

360HOK U3 CHOMUKNUHUKULY, (GRMEKUY, (MEOUYUHCKO20 YeHmpay: MOIUIEHHHUKH TPENONHOCAT MH(OpMAUMIO 0
npo6lemMax CO 3NOPOBLEM TIPaXIaHWHA W COOGLIAIOT €My O NOsBJIeHMM ASQUUUTHOrO M JOpOroro JiekapeTsa Mo
CTIELMATBHON LieHe, KOTOPOe HaJ0 CPOYHO BBIKYNWTH. 3OYMBIIIEHHMKA OGBSCHSIOT, YTO YENOBEK MIATHT NMONHYIO
CTOMMOCTB, 8 PasHHIY B LiEHE 10 CKHMJIKE BEPHYT eMy Ha KapTy, PEKBU3UTHI KOTOPOH HEOOX0nHMO COOOLINTH 3BOHALLEMY.

3e0n0K Om «Onepamopa comogoii cesa3uy: 3NOYMBILIEHHHKH COOGIIAlOT 06 MCTeYeHNH cpoka NeHCTBHS CHM-
KapTHl, IOTOBOpa 06 OKa3aHMH yCIyr CBS3H MIM O HapylIEHHH YCIOBHH IOrOBOpA B CBA3H C Nepe/iayell HoMepa IpyroMy
omepaTopy ¥ Tpe/yiaraloT PeluTh IpoGiieMy C HCIONb30BaHHEM JIMYHBIX KaGuHeToB Tocycnyr. B mpouecce pa3roBopa
rpaKIaHuHy MOCTynaeT CoobIIeH e ¢ KOIOM, COODIIMB ero, NPefoCcTaBNIeT JOCTYN K CBOEMY JINTHOMY kabuneTy. Janee
MOIUICHHMKH HANpaBJAIOT 3aiBKH B KPEAWUTHOE YUpEeXIEHWE Ha MpeoCTaBjIeHHe AEHEXHBIX CPEICTB, BIOCIEACTBHHA
NIONMyYeHHEIE IeHe)XHbIE CPEACTBA IEPEBOAAT Ha OAKOHTPOJIEHEIE CYeTa.

3BOHOK OT HEM3BECTHOIO JIHIA 0 IOKYNKe HJIH IPOoJaKe TOBAPa/yCayru

YenoBeKy MOCTynaeT 3BOHOK 10 OOBSBNEHMIO, JaHHOMy B MHTepHere. MOUICHHHK - «TIOTEHITHAbHBIH
TIOKyTTaTeNkby COMAllaeTCs Ha MOKYIKY M MPOCHT cooGLIHMTh HOMep, cpok AeHcTBua ¥ CVV-KOI KapThl ¥ TOC/E 3TOr0
coobmuTs CMC-Koz 6aHKa 0 IPOBEEeHHO# oneparmy. Ecli MOLIEHHUKY He yIaeTcs NoNy4HTh Bech Habop nHOpManH,
TO HeNOCTAIOLIME AAHHBIE BOCIIONHSIOTCS KBATH(DNIMPOBAHHEIMU XakepaMH. B pesynesrare cueT GaHKOBCKOH KapThl HE
TIOTOJIHSAETCS, & OMyCTOWIAETCS MyTeM NepeBofia HAIMYHOCTH Ha HEeKH 3JIEeKTPOHHBIH KOIUeseK, KOTOpbiH HEMEMIEHHO
WCYe3aeT U3 CETH TMOCIe BEIBOZIA CPEACTB C HETO.

Jlerkuii 3apaGoToK MJIH 3Ke BHIMFPBIII KPYIHOA CyMMBI

Yenopeky NOCTYHAeT 3BOHOK OT SKOGBI BEIyILEro NOMyNApHOH panyoCTaHI|H, KOTOPBIH T03APaBNseT C KPYIHBIM
BBIATPHILIEM B JIOTEPEIO, OPraHU30BAHHOM paJyiocTaHuUyel MM ONepaTopoM MOOGHIEHON CBs3H. MOIEHHUK ybexnaer B
TOM, 9TO /715l TIOJTy4EHHUs TIpH3a HeOGXOANMO B TeUeHHE MUHYTHI JO3BOHUTHCS Ha PalMOCTaHIKIO TI0 yKa3aHHOMY HOMEpY
Tenedona. [Tepe3poHMBIIEMy aGOHEHTY OTBEYAET COTPYAHHK KIPH30BOTO OTAENA» U FPAMOTHO YOeXaeT B «HECTHOCTH)
aKIMH, IPOCKT NPEICTABUTLCHA U Ha3BaTh FON POXAEHHU, NoAPO6HO 0OBACHAET YCIOBHS NONY4YEHHs NPU3a, PHYeM ANld
ero monyueHus TpeGyeTcs OCYLIECTBHTL «HE3HAYWTENbHBIH» TpENBAPUTENIbHBIN TIEPEBOJ ACHEXKHBIX CPEACTB HIH
TpeZ0CTABKTE NIEPCOHANLHBIE JaHHbIe, NaHHBIe KapThl, NoydeHHslii koa 13 CMC.

«Bam poacTBEHHHMK IonaJ B Gexy»
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Yenoseky (Marepu, OTiy, 6abymike) mocTymaer 3BOHOK O NONABIIEM B Geny pOLNCTBEHHMKE OT MMEHH
TIPaBOOXPAHUTENBHBIX OPraHoB MM MEAUITMHCKUX yupesxeHuii. 9T0 MoxeT GBITh coobienwne o JTT], XpaHeHHH OpYXKHs
WM HapKOTHKOB, HAHECEHMM TAKKHX TCNCCHBIX noBpexxuenuii, youicTe. JDKECOTpYIHHK IOIULMHA IO tenedoHy
yBEpEeHHBIM TOHOM coOOIIaet, 4yTo B JAHHO¥ CHTyalliy MOXHO TNOMOYb POLCTBEHHHMKY, HO Ul PeLICHMA BOTpOCa
(3akpeITHs nena) HeoOxoxuMa ONpeieleHHas CyMMa JIeHE, KOTOpPYIO CleAyeT NPUBE3TH B OMpEACNIEHHOe MECTO MM
nepenark onpereneHHoMy uyenopeky. Ilocne momyueHus ICHEKHBIX CPENICTB «KYyphepy NepeBOAHT MONY4CHHYI0 OT
TIOTEpTIEBIIIX CYMMy Ha 6aHKOBCKHI CHET I CHET Mo6unsHoro Tenedoxa.

DOuUIMHIOBLIE ATAKH

3/10yMBILIICHHUKH TIOJ/ENBIBAIOT TONYIAPHEIE caifTet (k TipuMepy, [ocyciyri), a Takoke NORIEINbIBAIT CalThl
M3BECTHBIX MarasyHOB, MapKemnueicoB, TypUCTHIECKUX KOMTIaHHMH, aBHaKoMnauuii U ap. ViMutupys FHTepHET-peCcypChl
TIONy/IAPHBIX KOMMaHH}, MOIIEHHNKH PACCUMTHIBAIOT, |TO MOJIL30BATENH HE 3aMeTAT MOAJENKY ¥ OCTABSAT Ha MOANENBHOM
anbmMBON CTpaHUIE JHUYHBIE WK QUHAHCOBLIE JaHHEIC, JIOTHH 1 Taponk, KOHTAKTHbIE CBEIeHMsA (Homep Tenedona u
3MEKTPOHHYIO MOYTY), & TAKKE ONJIATAT NOKYIKY IyTCBOK, aBNaOMJIETOR ¥ MHBIX YCTIYT.

PacnpocTrpaHenue «Apk» ¢aiina

B MecceHKepe 0T HeU3BECTHBIX aDOHEHTCKUX HOMEPOB, 7160 OT KMEHH 3HAKOMBIX HANPABJIAIOTCS COOOIIECHHS,
yMerolpe Gaiinel ¢ paclIMpeHHeM «apk», KOTOPBIC COAEpiar BPEZIOHOCHBIE TIPOTpaMMBbl 110 COOpY TMepCoHaNbHEIX
JAHHBIX, @ TAKOKe TPOrpaMMbl YJAIEHHOIO JOCTYNA, MO3BOMNAIOMIAS yNpaBiaTh CMapT(OHOM, BKIHOYas 6aHKOBCKHE
OHNalfH Npe/iIoKeHU . ' ‘

IIpaBuiia 3al0KTEI OT MOIIEHHHUYECTBA:

1. He mepeBoguTE ACHHI'M HE3HAKOMIIAM. BamomuuTe! CaMbiii 6e30MacHbIH CYET - 3TO TOT, KOTOPbIii OTKPLIT
B Ganke. [TepeBoj Je€HEr Ha «6e30macHbIi cY4eTy», «rapaHTAHHEIH AEIIO3HUT) - 3TO obMaH.

2. Hukoraa ¥ HU IpH KaKux 00CTosTeIbCTBAX He nepefaBaiiTe NepcoHaIbHbIEC AAHHbIE (mapoJy, NYH-KOJBY,
JIaHHBIE IaCIIOPTOB MIIM HOMEpa KapT) TPeThUM JINLAM.

3. He coobmaiiTe HUKOMY TpH uu(pbI ¢ 00paTHOH CTOPOHBI KapThbl, MHH-KO/ H KOIbI MpHUXOASIIHE Ha
TesedoH - 3T0 KOHQUACHINATBHAT yHbopMaLys, IpeaiHasHaieHa TOJILKO [l Bac. Coob1iuTe BX KOMY-THO0 - MOXeTe
JWINATLCA AEHET

4. He mosepsiiiTe mogo3puTe/bHBIM 3BOHKAM H cooGmenunM. CoTpyaHuKH 6aHKOB, PaBOOXPaHUTENBHBIX
OpraHoB HHMKOrJa He MHTEPECYIOTCS BalMMH JEHEKHBIMH CpeacTBaMmy, MpH TOCTYIUNIEHMM TaKMX 3BOHKOB TPOCTO
TIOTIOXKHUTE TPYOKY. '

5. HuKora He cKauMBaiiTe NPHUJIOKEHHS K10 YKA3AHUIO HEH3BECTHBIX BaM JIMIL, 2 TAIOke 13 HeMpOBEPEHHBIX
MCTOYHMKOB B ceTH ViHTepHeT. MOLISHHHMKH MOTYT OTIPaBHTb O/03PHTEIIHHBIE dpaiiibl, KOTOpHIE CONEPKAT BPEIOHOCHBIH
ko7 KJTHK 10 CCBUIKE MOXKET B3/IOMaTh Bau Teleon ¢ nuyHOM nH(OpMaLHei.

6. ByasTe OCTOPOXKHBI MPH COBEpLICHHH oMJaiiH - MOKymoK. Mcrmonesyiite oQuIMalbHbC HHTCPHET-
Mmara3usbl. I1poBepsiiTe Haue)XHOCTh NPOAABLA, ynTaliTe OT3BIBBI APYTMX TOKynaTenel, MCTONB3yHTe 3alUMIICHHEIC
JIaTe)KHbIE CHCTEMBI.

7. BioknpyiiTe MOI03PHTEIbHBIE U PeKJIaMHbIe HOMEPA.

8. JloroBOpHTECH € POACTBEHHUKAMHU M OJM3KHMH 0 CO3TaHUM KOHTPOJILHOTO BOMpoca (¢10Ba), 4T00bI IIpH
3BoHKe BiuH CMC-coo6LieHHH YI0CTOBEDHTECSI, YTO 3BOHUT He MOIICHHHK.

9. OmnoBemaiiTe © MolleHHH4YecTBe. ECIM BBl CTalM ’KepTBOM MOILIEHHUKOB, OOparuTech B TMOJULMIO H
ornosecTuTe 6aHK.

JlononHUTENbHast HHGOPMALMSA ¥ BUJEOMATEpHalibl pasMEILEHEI Ha oupansHoM catite MBI Poccuu B paszene
«TTamsiTka I8 rpaxaaHy B noapasgene «CouuanbHbIe BUACOPOTUKIY https://MBL.pd/Videoarhiv/Socialnaja reklama, a
tatoke B Telegram-kanane YBK MBJI Poccun «BecTHUK Ku6epnonuuuu Poccum» https://t.me/cvberpolice rus.

KpoMe TOro, CuMTaeM BO3MOXHBIM C TPHBIEYCHHEM COTPYIHHKOB TofpasaeNenuii Mo MpOTHBOLAEHCTBUIO
SKCTPEMHU3MY TEPPHTOpUANIBHLIX opranos MBJI Poccuu pacckasarh y4acTHUKAM MEpONpUATHI 0 METolax BOBNIEYEHNS
rpaKIal B MOIUEHHHYECKME CXeMBI M JECTPYKTHBHYIO NEATEILHOCTE, HANpaBleHHYI0 Ha paspylieHue OOHEeKTOB
MH(PaCTPYKTYphl C Pa3bACHEHUEM OTBETCTBEHHOCTH, Tpe/iyCMOTPEHHOH 3aKoHozaTenseTBoM Pocentickol Qepepayi 3a
CcOBEpLUEHHE JHBEPCHH.

CnencreenHoe ynpasnenue YMBJI Poccun o OprioBeKo obnacTu




